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Abstract—Ensuring the authenticity and integrity of hyper-
spectral images is crucial for remote sensing applications, as
unauthorized spectral modifications can compromise data relia-
bility and decision-making processes. Traditional post-acquisition
authentication methods leave hyperspectral data vulnerable to
manipulation before applying digital protection mechanisms. We
present an acquisition-stage optical authentication framework
that embeds an optical key directly in the light path of a line-
scan hyperspectral imager before digitization. The optical key is
designed from scene spectral statistics and jointly optimized for
imperceptibility, manipulation detection, and post-attack spectral
restoration in a data-driven manner. We initialize and optimize
the optical key using distributions parameterized by per-band
spectral variance from the training data, which adaptively scales
the embedding strength across bands and improves robustness
to variance-driven perturbations. To evaluate its resilience, we
simulate an optimal attack scenario in which an adversary
randomly alters 20%-80% of pixels within a target class. A
detection network achieves a maximum accuracy of 97% under
light perturbation and maintains above 92% even at 80% manip-
ulation, while maintaining classification performance within 0.6-
1.2% of unsigned data. The restoration network brings spectral
signatures to within 0.9-1.3° SAM. Experiments on simulated and
laboratory datasets show robustness gains of up to 4.7% over
traditional methods, with preserved downstream performance.

Index Terms—Hyperspectral image, manipulation detection, op-
tical signing, watermarking.

I. INTRODUCTION

YPERSPECTRAL images (HSI) are one of the most

important modalities in satellite-based remote sensing
[1]]. After optical sensing, the HSI is digitally compressed and
sent to Earth, where critical decisions are made in crucial ap-
plications such as environmental monitoring [2], security [3],
agriculture [4]], weather forecasting [5]], and natural disaster
management [6]]. Two fundamental concerns arise in this area:
confidentiality and integrity. Confidentiality focuses on ensur-
ing that unauthorized entities, safeguard sensitive data, do not
access hyperspectral images. Integrity addresses the authentic-
ity of the image itself, ensuring that unauthorized entities do
not access hyperspectral images, safeguarding sensitive data.
In this paper, the principal challenge is ensuring the integrity
of hyperspectral images, which is achieved by verifying their
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authenticity, as any manipulation can significantly affect the
accuracy of the decisions based on these images. Ensuring
the authenticity of the satellite data is essential. Once the
HSI is digitized on the satellite, the data can be immedi-
ately compromised, as the satellite is electronically controlled.
Therefore, any security algorithm applied to the data after
discretization cannot be entirely trusted. To mitigate this issue,
an authenticity signature can be applied optically [7]]. Several
optical cryptographic techniques can be used to ensure data
authenticity [8]; however, most of these methods modify the
entire image by encoding the phase of the signal, transforming
it into a subspace where the compression properties of the
original signal are completely lost. Reversing the encoded sig-
nal to apply a compression algorithm is not a viable solution,
as this process requires the encoding optical key, and it is
assumed that the satellite could be digitally compromised. An
alternative approach is optical watermarking, which preserves
the data structure and its compression properties. However, if
the satellite is digitally compromised, an attacker can easily
detect and remove the optical key or watermark, once again
rendering the data completely vulnerable.

To address these challenges, we propose an authentication
framework that embeds an optical key directly into the sensing
path before digitization, ensuring that any manipulation of
the data can be detected and restored. The embedded optical
key is designed in a data-driven manner, ensuring that it is
imperceptible to both the attacker and the end user while
preserving the fundamental spectral characteristics of the data
for compression and transmission and for maintaining perfor-
mance in downstream tasks such as classification tasks. To
optimize the optical key, we consider an optimal attacker who
aims not to destroy the data but to modify the hyperspectral
cube in a way that remains undetected by the user. This worst-
case scenario assumes that the attacker has full knowledge
of the cube and its classes, allowing them to transform a
specific pixel class to another existing class. Based on this
attack model, the optical key is optimized to counteract such
manipulations by leveraging two deep neural networks. The
first network performs manipulation detection by analyzing
both the original and manipulated hyperspectral cubes along
with the optical key used for authentication, generating a
manipulation map at the acquisition line level. Once the
manipulated pixels are identified, the second network takes
the manipulation map and the manipulated data as input to
restore the altered spectral signatures. Notably, the optimized
optical key converges to a distribution directly related to
the mean absorbance of the entire dataset, which suggests
that the optimization process leads to an optical key energy
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Fig. 1. Overview of the proposed optical authentication framework. A) Optical Signature Embedding: a pushbroom acquisition system integrates an additive
spectral key C into the light path before digitization to ensure pre-acquisition integrity. B) Hyperspectral Image Attack: three types of attacks are applied
to signed hyperspectral image. C) Joint Detection, Restoration, and Key Optimization: the detection network Ny estimates the embedded key and localizes
tampered pixels, while the restoration network R, restore the original spectra using the manipulated image and error map, minimizing detection loss Lge¢,
restoration loss Lrec, and imperceptibility loss Lsepn. D) Optical Spectral Key Initialization: the key is derived from the spectral statistics of the scene and
optimized for imperceptibility, manipulation detection, and restoration. The spectral key is delivered via a side optical path coupled to the entrance slit, reaching

the detector together with the dispersed scene.

distribution inversely proportional to the mean spectral energy
of the dataset used. The main contributions of this work are
as follows:

o Acquisition-stage optical authentication via light-path
embedding of a variance-aware optical key directly in the
pushbroom acquisition path, enabling physical authenti-
cation at acquisition time and preventing pre-digitization
attack while preserving the spectral structure required for
compression and analysis.

« Data-driven optical key design guided by mean-spectrum
absorbance and per-band spectral variance, adapting the
embedding strength across wavelengths to achieve imper-
ceptibility and stable downstream performance.

« Joint optimization of the optical key and a lightweight
detection—restoration network, attaining >92% manipu-
lation detection accuracy under severe attacks and up to
4.7% robustness gains over traditional watermarking.

o Dual-arm optical prototype and cross-dataset validation
on simulated and laboratory acquisitions, confirming
practical feasibility and resilience across manipulation
regimes and noise conditions.

II. RELATED WORK

Methods for hyperspectral image authentication and detec-
tion can be categorized into post-processing [§]-[16] and
acquisition-based approaches [12], [13]], [17]-[29]. Most re-
search has focused on post-processing authentication, where
security features are embedded or analyzed after the image has

been acquired [8]-[11]], [14]-[16]. However, such approaches

do not prevent modifications during transmission or storage.
In contrast, acquisition-based methods integrate authentication
mechanisms directly into the optical system, ensuring data
integrity from the moment of capture. In the following, we ana-
lyze these approaches, their limitations, and how our proposed
methodology fills existing gaps. The steganographic [16]
and blockchain-integrated watermarking methods provide
confidentiality and traceability in the digital domain, but do not
address pre-digitization integrity.

A. Post-Processing Authentication Methods

Post-processing authentication techniques operate on the dig-
italized hyperspectral image F(z,y, ), where x € R and
y € R represent the spatial dimensions and A € R* represents
the spectral dimension. These approaches ensure authenticity
through digital modifications, often at the cost of additional
storage and processing overhead.

1) Cryptographic Authentication: Cryptographic methods
ensure data integrity by generating external identifiers such
as hashes or digital signatures rather than embedding au-
thentication within the hyperspectral image [8]. Hash-based
authentication computes a fingerprint of the image, allowing
manipulation detection but requiring secure metadata storage,
formulated as H = Hash(F), where H € {0,1}" is a
fixed-length binary digest representing the unique hash value
of the hyperspectral cube F. Digital signatures use asym-
metric cryptography to verify authenticity. While robust for
integrity verification, cryptographic authentication does not
embed authentication within the image itself, making it inef-
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fective against localized spectral manipulations and dependent
on external metadata. In contrast, our approach integrates a
spectral key at acquisition, ensuring authentication is intrinsic
to the data and resistant to targeted spectral modifications.

2) Watermarking-Based Approaches: Watermarking tech-
niques embed an imperceptible signature into F, ensuring
modification detection [9]-[11]. These methods vary in how
the watermark is embedded, with popular approaches in-
cluding Spatial Domain Watermarking [30], Discrete Co-
sine Transform (DCT), Wavelet Transform [13[], [31]], [32],
Singular Value Decomposition [13]], and Fourier Transform
(FT)-based -Watermarking [33]]. DCT, DWT, and SVD wa-
termarking operates by transforming the image into a spe-
cific domain, where the watermark is embedded in the least
significant frequency coefficients. This technique distributes
the watermark information across the spectral components,
making it robust against spatial manipulations but susceptible
to strong compression or filtering. FT-based watermarking,
on the other hand, encodes the watermark in the frequency
spectrum, leveraging phase alterations or magnitude modu-
lation to increase robustness against geometric transforma-
tions. Recent advances include hyperspectral watermarking
using discrete wavelet transform combined with forensic-based
Archimedes optimization [14], zero-watermarking schemes
integrated with multi-channel PCNN and blockchain for se-
cure certification in remote sensing [[15]], and steganographic
data encryption approaches for hyperspectral imaging [16].
While the first two methods enhance robustness and provide
traceability in the digital domain, they remain vulnerable
to manipulations introduced before acquisition because the
signature is not physically embedded at acquisition time.
Steganographic encryption, on the other hand, focuses on
concealing encrypted information within hyperspectral data
for confidentiality, which differs from our goal of continuous
integrity verification of the detected scene. A major drawback
of frequency-domain watermarking is that the transformation
and inverse transformation processes can introduce recon-
struction errors, potentially altering the spectral characteris-
tics of hyperspectral images [33|]. Additionally, watermarking
schemes typically struggle with maintaining imperceptibility
while ensuring detectability, as a highly robust watermark
may degrade classification accuracy [13]], [31]], [32]]. A general
watermarking model can be expressed as:

F' =TuF)+a-U, )

where T, : F — JF' represents the transformation (such
as DCT or FT), F’ represents the resulting image after the
transformation, & € Z is the watermark pattern, and o € R
controls its strength. The effectiveness of watermarking de-
pends on balancing robustness, imperceptibility, and computa-
tional efficiency. Beyond generic image watermarking, multi-
/hyperspectral schemes operate over the spectral signature as a
whole and enable tamper localization in multiband settings, for
example, transform- and forensic-based designs for HSI. Zero-
watermarking additionally preserves the imagery by binding
external signatures to content descriptors and ledgers. All these
families remain post-digitization; in contrast, our approach

enforces pre-digitization integrity via additive optical injection
during capture.

B. Acquisition-Based Authentication Methods

Unlike post-processing methods, authentication at the acqui-
sition stage aims to integrate an optical signature within the
imaging system itself [[12]], [[13]]. Several approaches have been
developed for RGB imaging, where a Coded Aperture (CA) or
Color-Coded Aperture (CCA) is introduced in an intermediate
optical plane between the scene and the sensor [17]—[20],
employing a Fourier Transform to include the encryption
[21] and using phase retrieval to encrypt and measure the
authenticity of the image [22], [23]]. These apertures modulate
the incoming light in a structured form, embedding a unique
spectral signature into the acquired image. The inserted optical
pattern serves as an authentication key, allowing verification
of whether an image has been manipulated post-acquisition.
A key limitation of these methods is their impact on the
performance of primary imaging tasks. Since the CA or CCA
modifies the spectral content reaching the sensor, it may
introduce distortions that degrade classification or detection
accuracy. Additionally, ensuring imperceptibility of the au-
thentication key is challenging, as an overly intrusive signature
may interfere with standard image analysis. These challenges
have limited the adoption of CA-based authentication tech-
niques in high-precision applications like hyperspectral imag-
ing. The integration of a coded aperture can be represented
as G = Toa(F,K)+ N, where To 4 represents the operation
that can involve multiplicative encoding, phase modulation, or
structured filtering of the spectral content induced by K € Z
that is a coded aperture key, and N' € R denotes acquisition
noise. Depending on the implementation, 7 can involve mul-
tiplicative encoding, phase modulation, or structured filtering
of the spectral content.

A recently proposed methodology [24] follows a different
spectral imaging approach by optimizing the spectral key not
only for authentication but also for information restoration in
manipulated regions. The key insertion process in [[24] is based
on multiplicative spectral modulation, formulated as

G=FOoC+W, 2)

where G is the acquired hyperspectral image, F is the original
spectral data, C is the embedded spectral key and ® denotes
element-wise multiplication. This approach alters the spec-
tral response of the data more aggressively, which impacts
classification and detection accuracy. Furthermore, the key
in [24] was initialized as random noise, without adapting
its distribution to the spectral energy profile of the data
set, limiting its robustness and effectiveness. Although not
designed for authentication, several recent works have focused
on hyperspectral image completion and restoration, aiming to
recover missing or corrupted spectral information after acqui-
sition. Notable examples include low-rank tensor convolution-
like dictionaries for high-dimensional representation [25],
pseudo-side information regularization [26]], and parametric
tensor sparsity models [27]]. Other frameworks jointly address
restoration and analysis, such as conditional diffusion models
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for underwater HSI restoration and target detection [28]], and
end-to-end denoising classification pipelines [29]]. Although
these methods can effectively reconstruct spectral content and
suppress noise, they operate entirely in the digital domain and
cannot detect or prevent manipulations introduced before dig-
itization. Our approach differs fundamentally by embedding
an optical key directly into the sensing path, enabling pre-
digitization integrity verification while preserving the spectral
structure required for downstream analysis.

III. PROPOSED METHOD

In this section, we present the proposed optimization frame-
work and the sensing model of the designed spectral pushb-
room optical system. Pushbroom systems are the most widely
used architecture for acquiring satellite-based hyperspectral
images, as they offer high spatial and spectral resolution while
being compatible with the constraints of satellite platforms.
Our system integrates an optical key directly during the
image acquisition process, enhancing authenticity and ensuring
robustness against manipulations, as illustrated in Fig[I] A pre-
liminary benchtop prototype validating the side-path injection
and measuring c()) is provided in the Supplementary.

A. Optical Signature Embedding

First, the proposed pushbroom system acquires hyperspectral
image while embedding an optical key to ensure authenticity
and manipulation detection as shown in Fig.[T]a). A spatial slit
along the z-axis selects a narrow vertical region of the scene,
filtering out information from other spatial positions. This op-
eration is modeled by the function fg;:(¢,y,A) = f(z¢,y, \)
where z; = v -t , x; is the x-axis position at instant time
t and v refers to the speed of the camera movement. The
transmitted light is then spectrally dispersed by a prism or
grating, mapping each wavelength to a specific position along
the y-axis according to a dispersion factor «(\):

fdisp(ta Y, >‘) = fslit (ta Yy — O‘(A)a /\) (3)

Here, «(\) is typically modeled with a proportional constant
that depends on the dispersive element. At this stage, an optical
key c¢(\) € RT is introduced to modulate the hyperspectral
data. Note that the optical key depends only on the wavelength
and remains constant for all spatial coordinates. The modulated
signal is obtained as:

fs (t, Y, >‘) = fdz'sp(tv Y, /\) + C(A) 4

In the pushbroom setup, the optical key c(\) is injected
through a secondary optical side path that is coaligned with
the entrance slit and directed onto the detector contempora-
neously with the dispersed scene. This realizes an additive
pre-digitization injection; no digital post-processing is used
to introduce the optical key. We assume that the pushbroom
system operates in continuous platform motion along-track
during acquisition. This continuous motion enables the system
to capture a full scene by sequentially collecting spectral data
line by line. To implement this scanning process, the signal
is discretized by sampling at regular time intervals, which
correspond to discrete positions along the x-axis. The final

discrete HSI is then constructed by stacking the individual 2D
sensor acquisitions obtained at each discrete slit position. By
concatenating these 2D images along the x-axis, the complete
hyperspectral cube is formed:

(m+1)A;  p(n+1)A, (e+1)A
gm,n,@ :/ / / fs(t> Y, )‘)
n 14

mAy Ay
t y A
xrect | —— —m, -— —n,-— — £ ) dtdydX, (5
rec (At m, Ay n, A)\ ) Y ) ( )
where A, refers to the resolution of the slit position which is

related to the velocity v, A, is the pitch size of the sensor and
A, is the spectral pitch size which depends on the dispersive

element «(\) response, m = 1,..., M indexes the discrete
slit positions, n = 1, ..., IV indexes the spatial positions along
the y-axis, and £ = 1,..., L indexes the spectral bands. Here,

rect(-,-,-) is the 3D indicator of the voxel (m,n,¥): it is 1
inside the integration ranges of (¢,y, A) in (3) and 0 otherwise.
The discrete representation of the optical key is:

(e+1)Ax A
= / c(\) rect ( - () d, (6)
¢ A

Ax A

where ¢ € RE. Equation (6)) is provided for clarity, showing
the equivalent formulation of (3)) when the rectangular window
is expressed through explicit integration limits. and we formu-
late the tensor representation of the optical key C € RM*NxL
as

C=J® (An®c) 7

———
replicate on y-axis

where J € RMXNXL g a tensor of ones and ® is the
Kronecker product. This formulation replicates the optical key
c along all spatial dimensions. Equation (/) is a compact tenso-
rial notation stating that the spectral key ¢, is replicated across
the spatial dimensions (m,n) and added to the reflectance
cube, yielding a signed hyperspectral cube. Finally, the discrete
sensing model

G=C+F+¢, (8)

where ( accounts for system noise. Structured redundancy of
C ensures unique modulation per spectral band, reinforcing au-
thentication mechanisms. The noise component ( is naturally
introduced during acquisition and influences both the original
HSI and the modulated optical key. A photo of the bench,
side-path alignment, is provided in supplementary material.

B. Hyperspectral image Attack

We consider three manipulation families: (i) a class-
conditioned attack that preserves the RGB appearance while
altering the spectra ((I0)); (ii) a block attack enforcing spa-
tially coherent s X s patches ((T1))); and (iii) a spectral shift
attack perturbing a limited band range ((12)). We start from
the class-conditioned attack and then instantiate the block
and spectral variants used in our experiments (see Figl} and
additional data sets are in the Supplement). A sophisticated
adversary does not merely inject noise or remove spectral
bands but strategically manipulates hyperspectral data while
maintaining spatial and spectral consistency. This can be
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framed as an optimization problem where the goal is to modify
a target class while preserving the overall appearance of the
HSI. To evaluate the robustness of the optimized optical key,
we simulate the worst-case scenario, assuming that the attacker
has full access to the signed hyperspectral cube and its class
labels. In this case, we use a training dataset, which follows
the spectral distribution of the hyperspectral data defined as
F, and after the optical signing process, we obtain G. This
manipulation methodology allows the attacker to alter the data
in a way that the changes remain undetectable to the end
user at a glance, effectively emulating an attack that preserves
the visual integrity of the image while modifying its spectral
information. This type of attack poses a significant threat
to applications such as remote sensing and environmental
monitoring, where manipulated data could go unnoticed during
visual inspections, yet still affect decisions based on the data.
Class-conditioned attack: To analyze this risk, we define a
spectral response function, S,., which projects the hyperspec-
tral cube into an RGB image:

L
Z.(9) = Y (S, ©G), ©)

=1

where Z, is the intensity of the projected RGB image for
channel r, and S, is the spectral response function. This
projection enhances visualization for non-expert users while
allowing visual assessment of spectral integrity. An optimal
manipulation alters a target class P; while minimizing changes
to a secondary class P;. The objective ensures that the manipu-
lated HSI M remains undetectable under standard verification:

3
M* = argmin Z ||Ir(g~ - M)|I3+
M

r=1

(10)
IV M3+ G, = Mo, 13|

Here, M represents the manipulated HSI, and Q the original
signed image. The term ||Z,.(G — M)||3 ensures minimal
perceptual changes in the projected RGB image, ||[VM||3
enforces spatial smoothness, and v|Gp, — Mp,||3 minimizes
spectral discrepancies to maintain classification plausibility.
The optimization is solved iteratively using gradient-based
methods, such as Adam or Stochastic Gradient Descent (SGD),
which update the manipulated hyperspectral image M by min-
imizing the objective function in Equation (T0). The gradient
with respect to M is computed to adjust its spectral and spatial
components. This ensures convergence to an optimal solu-
tion that balances perceptual fidelity, spatial smoothness, and
spectral integrity. The formulation highlights the complexity
of hyperspectral manipulation, requiring the preservation of
optical key data characteristics while minimizing detectable
changes. This highlights the need for robust authentication to
detect attacks and preserve data authenticity.

Block attack: We constrain (I0) to manipulations confined to
a block mask B, € {0, 1}#*W composed of non-overlapping
s X s patches over the target class P;. Using a donor field Gpj
with spectra from class P;, the manipulated cube is described
by:

Moz, y,\) = G(z,y,\) (1-By(z,y) + (a Gz,y, \)

+ (1= ) Gp, (2.3 1)) Bu(x.y).
(1)
Spectral-band shift: We model an additive shift J on a
contiguous set of bands B C {1,..., L} applied only to pixels
in P;, while preserving all remaining spectra:

Mspec,i(xv Y, >‘) = g(l’, Y, A) + 17’«; (Z, y) ]-B()‘) 57
with § = 0.03. We consider three representative band ranges:
red-edge Brg = [680;750], NIR Byr = [1000; 1100], and
SWIR Bswir = [2200;2300]. Again, (I0) is solved under
the structural constraint M = M. In this manuscript,
we consider integrity attacks that manipulate the signed cube
without attempting to estimate or remove the optical key.
Optical Key-extraction attacks (e.g., learning or averaging
¢(\)) are explicitly out of scope for this work and are deferred
to future works where time-varying or adaptive optical keys
will be assessed. Our present focus is the pre-digitization
additive configuration and its detect/restore pipeline under
representative content manipulations.

12)

C. Joint Detection, Restoration, and Optical Spectral Key
Optimization

With the optical key Cp, initialized as described in Sec.
we propose a joint framework that simultaneously detects ma-
nipulations and restores the original HSI. Unlike conventional
methods that address detection and restoration as separate
tasks, our approach couples them so that both processes
reinforce each other, enhancing robustness against spectral
forgeries. Highlighting that the training phase is performed
with the forms F that corresponds to a similar spatio-spectral
distribution of the acquired cube. The main challenge is to
balance detection accuracy, restoration fidelity, and impercep-
tibility while preserving hyperspectral data integrity in the
optical domain.

Network architectures. The detection network Ay (-) adopts
a 3D convolutional encoder—decoder design to jointly exploit
spectral and spatial correlations in the hyperspectral cube
F € RMXNXL Tt compresses the cube into a compact
latent representation and regresses a one-dimensional optical
key, which is then spatially replicated to match the scene
dimensions. The restoration network R,(-) is a hybrid CNN
and transformer model. It takes as input the manipulated HSI
and the error map produced by Ny(-), using both sources to
guide reconstruction, as show in Fig. |1 c)

Optimization objective. We jointly optimize three coupled
components, an optical spectral key embedded at acquisition,
a detector that estimates the key and localizes manipulations,
and a restorer that reconstructs corrupted spectra guided by
the detector error map, as shown in Fig. |1| ¢). The joint loss
function is formulated:

L= )\detﬁdel + )\senﬁsen + )\rec‘crem (13)

where L4 constrains optical key estimation and manipulation
localization, L. enforces high-fidelity spectral restoration,
and L, constrains imperceptibility of the embedded optical
key. The overall training objective is:
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{CD*7 9*5 Q*} = arg Cmien ]E./\/l [)\detﬁdet + )\sen['sen + )\recﬁrec] 9

D,V,0

(14)
where Cp*, 6%, and o* represent the optimized optical key,
detection and restoration model parameters, respectively.
a) Detection Loss: The detection loss L4 minimizes dis-
crepancy between the estimated and actual optical key for
clean HSIs while maximizing mismatch for manipulated HSIs,
enabling precise localization of tampered pixels:

o NCo = No(@)lz2 (1 _leo —N9<M>||2>27
ICpll2 ICpl2
(15)

where Ny : RMXNxL _y RMXN gutputs a 1D optical key
repeated along spatial axes.

b) Restoration Loss: The restoration loss L. enforces high-
fidelity restoration of the signed HSI from the manipulated
image and its error map:

Lrec = ||RQ(M,€) - QH; (16)

where £ = (Cp — Np(M))? is the optical key estimation
error map. The error map £ measures the consistency between
the embedded optical key and the observed spectral data. For
non-manipulated samples, the detector accurately estimates the
optical key (Ng(é) ~ (), yielding near-zero error. Spectral
manipulations disrupt the physical relation in [§] producing
mismatches in the estimated key and high responses in &
that localize tampered regions. The proposed restoration is a
local CNN encoder stage that produces feature maps of the
error map and manipulated scene, which are fused and passed
through a global Transformer; the resulting token represen-
tation is linearly “unpatchified” back to a feature map and
finally decoded to band space by a shallow CNN. Formally, the
restoration model is defined as R,(M,E) = D,,, (M, E) +
ReLU(M — &). The decoding model is modeled as follows:

DQdec = Dann o 7)_1 o SQ ° 7TQ o PQ 0 lIIAQ (17)

and apply it to
cat(Uy,, (M), Uy, (£)).

fusion. Let

the  concatenated  encodings
We employ local encoders and

-/T"m, _ Qm(M) c RCLXHXW’
F. :Z/{gd(g) GRCLXHXW.

(18)
(19)

We fuse them with a 1x1 projection to the Transformer width
D:

Feat = Wo(cat(Fp, Fo)) € RPHXW (20)

Here H' x W' is the Transformer canvas (equal to or a resized
version of H x W). We split F.,; into non-overlapping Px P
patches and map each patch to a token via a strided D—D
projection:

v W
7P
Learned positional embeddings PP € RN»*P are added
once: Uy = Zy + PP. We employ transformer blocks with
L7 pre-norm blocks, for t =1,..., Lp:

Ui = U1 + MHA(LN(U; 1)),
U, = U, + MLP(LN(U})),

2o = Py(Foar) eRN*P N, = 1)

(22)
(23)

where LN is LayerNorm and the MLP is two linear layers
with GELU. Multi-head attention with H, heads and head
width d, = D/H, is

(h) (h)\T H,
MHA(U) = [softmax(%) (uw(v’“)} . Wo.
(24)

After the last block and a final LayerNorm as 7 = LN(UL,.) €
RN»*D Linear within-patch synthesis and unpatchify. Each
token is linearly expanded to PxP patch with D feature
planes:

R, = S,(T) € RN»x(P*D), (25)

Reassembling the N, patches gives a feature map as S =
P~YR,) € RP*H>W'  which is bilinearly resized to
RPXHXW if 0’ x W' # H x W. Shallow CNN head to
band space. A light decoder maps features to band space
Dgcnn(S) c RBXHXW.

c) Imperceptibility Loss Function: The imperceptibility loss
Len ensures that the embedded optical key does not intro-
duce visual or spectral distortions.The Eq [26] represents the
preservation of spectral integrity for downstream analysis:

Esen = ||g~ - ﬁH% (26)

D. Optical Key Initialization

In ) and the joint objective in (I4), the imperceptibility
term in (26) penalizes the total embedding energy, while the
detection loss in (13) is explicitly normalized by ||Cp||2 and
therefore acts scale-invariantly, selecting the spectral direction
that maximizes detectability per unit energy. The restoration
term steers the reconstructor towards the signed cube while
exerting negligible directional bias in the small-perturbation
regime. Consequently initialization should provide an optical
key direction that is optimal for detection under a fixed
energy budget. Let A(x) = —log;,(x) denote the bandwise
absorbance operator and let F; denote the clean-band random
variable induced by the training set (expectation taken over
the empirical training distribution). A detailed derivation of
the optical key initialization is provided in Supplementary
(Sec. II). Under (8, a first-order expansion in absorbance for
a small additive injection c, gives:

Ce

AA, = A(F[-FCg)—A(Fg) =~ —m,

27
the detectable contrast in absorbance scales as |c¢|/F. Be-
cause Ly divides by the optical key energy, a natural
detection-aligned, scale-free objective for the optical key di-
rection ¢ (enforcing ||c||2 = 1) is:

L L
max E AAp?| ~ max ag ¢ with ay 2 E[F;?] .
lellz=1 Lz_;( Z)] lella=1 ; o « B[R]

(28)

The maximizer of (28) aligns ¢ with the weights per band ay,
that is, it allocates more embedding power where the expected
inverse squared reflectance is larger. To connect a, with a
robust pretraining statistic, Jensen’s inequality yields:
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{FE} - (]E[FKDQ fez’ ( )
where f € R denotes the average spectrum across the M x N
spatial grid. Hence a stable surrogate for the optimal direction
is cg oc 1/f,, which is monotonically equivalent to using the
per-band absorbance — log;, f;. This motivates initializing the
optical key with the absorbance of the mean spectrum and
subsequently refining it within the full joint objective. An
important aspect of optical key optimization is its initialization.
To this end, we devise different random distributions based on
the statistical distribution of spectral energy across all spatial
samples of the training data F. Specifically, we computed the
mean spectral signature as:

B 1 M N ~
fZZWZZImM, ¢=1,...,L. (30)

m=1n=1

Since the optical key ¢ € R* must secure the HSI data with
minimal perceptual impact, it is natural to allocate embedding
strength inversely to the inherent spectral power. Consequently,
we initialize the optical key by computing the absorbance of
the mean spectrum as ¢ = A(f), ensuring that wavelengths
with higher reflectance receive a lower embedding power. This
initialization aligns the optical key structure with the intrinsic
properties of the dataset, facilitating robust and imperceptible
embedding in downstream optimization. Fig. [2] illustrates this
approach by comparing the normalized mean spectrum and
absorbance signature for 2 datasets. Shaded regions repre-
sent feasible embedding ranges: wider gaps allow greater
modulation, whereas narrower gaps constrain the optical key
magnitude to maintain fidelity. In addition to absorbance,
spectral variance further refines the initialization of the optical
key. Let ¢ = (01,...,01)" € RE denote the per-band
sample variance of F (each o; computed over all M x N
pixels at band j). We also define the global variance scalar
T = % ZeL:1 o¢. We then sample four variance-aware families
around the absorbance:

O € €
CD1:C+7, CD2:c+770_7
€

CD4:c+g,

GD
Cp, =C+ ¢,

where € ~ A(0,1) and v > 0 controls perturbation mag-
nitude; the vector-to-tensor expansion to Cp, follows (7).
The direction of c is fixed by (29); applies variance-
aware re-scalings around this direction. Per-band variance
(cp,,cp,) adapts to local spectral variability, while global
variance (Cp,,Ccp,) provides a scene adjustment. A extended
mathematical process of initialization key is in Supplementary.

IV. SIMULATED AND ACQUIRED DATASETS DESCRIPTION

To assess realism beyond standardized benchmarks, we in-
clude an acquired laboratory scene captured with our push-
broom prototype, where practical acquisition factors stress
the signing—detection—restoration pipeline. Additional exper-
iments on Salinas, Pavia University, and synthetic laboratory
scenes are provided in the Supplementary. Implementation
uses PyTorch on a single NVIDIA RTX4090 GPU with

Average dataset analysis

Distribution key analysis

ndian Pines Scene

Normalized Int

Lab Scene 1

Spectral Bands

Fig. 2. Optical Key initialization analysis on Indian Pines (top) and Lab
Scene 1 (bottom). Left: training-set mean spectrum (HSI Original, blue) vs.
signed spectrum (red) with the absorbance seed A(f) (black) and the trained
optical key (green), showing that signing preserves the spectral shape. Right:
optical keys sampled from the initialization families C'y and C'p,-Cp,,
illustrating variability and band-specific emphasis used during optimization.

Algorithm 1 Joint Keying, Manipulation Detection, and
restoration for HSI

Require: ]:', epochs, a, iter
1: c®~ CD;
2C=J®(1y®c)

3: Initialize 6, o

4. for { = l:epochs do

> Optical Key Initialization

5 G=C+F+¢

6 Generate manipulated image M based on strategies
7: for i = l:iter do

8: Randomly sample M ~ M and G ~ G

9: .Am = ./\/9 (M)

10: .AS = Ng (a)

11: E=(An—-0C)? > Key estimation error map
12: G =R,(M,E)

13: L = AgetLaet + AsenLsen + ArecLrec > Compute loss
14: C=C- OéVcﬁ

15: 0=0-— OLVQL

16: 0=0—aV,L

17: Output C, 6, o

Adam optimization over 1000 outer epochs and 500 inner
iterations per epoch for the detector and restorer networks.
Full hyperparameters, additional qualitative results, and re-
producibility scripts are available in the Supplementary and
will be released at |https://github.com/pablogomezt/Spectral_
Authenticity_System.git.

V. RESULTS AND DISCUSSION

Before reporting results, we clarify the initialization notation
used throughout. We denote by D, the optical key initial-
izations in (3I), where Dy corresponds to the absorbance-
based initialization defined in Sec. D; and D5 denote
variance-aware perturbations, and Ds—D, use global variance
scaling. “Signed D,;” refers to the proposed additive pre-
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Fig. 3. Datasets and sample spectra. (a) Indian Pines RGB and class mean
spectra. (b) Lab Scene 1 RGB (red circles: sampling regions); bottom: mean
spectra for materials and color patches.

digitization optical signing with initialization D;, while ‘“Re-
stored D;” denotes the output of R, (-). Baselines include spa-
tial watermarking [30] and optical multiplicative embedding
(Opt. Mult.) [24].

A. Manipulation Attack Performance

We evaluate robustness to 3 attacks types class-fraction
(20/40/60/80%), spatially coherent blocks (16/32/64), and
band-limited spectral shifts (RE, NIR, SWIR; A=0.03) using
optical key initializations Dy—D, and two baselines (spa-
tial watermarking and optical multiplicative embedding [24]).
Across Indian Pines and Lab Scene 1 (Fig. f), Signed D,
achieves the best ACC-SAM trade-off: class-fraction shows
the expected monotonic trend, block attacks are most damag-
ing due to spatial coherence, and band-limited shifts show
mild band-dependent non-monotonicity. Additional failure-
case analysis is provided in the Supplementary Material.
From Fig. @ Signed D is the top performer in all regimes.
On Indian Pines, the curve peaks near 0.96-0.97 ACC with a
minimum SAM around 2.1°, and across all settings it remains
above ~(0.90 ACC with SAM below ~4.3°. On Lab Scene 1,
it reaches about 0.94-0.95 ACC at best with minimum SAM
near 2.0°, and does not fall below ~ 0.86-0.88 ACC nor
exceed ~4.7° SAM in the most demanding cases. For class-
fraction, block, and band-limited shifts, the D; ACC curves
stay above both baselines and their SAM curves stay below,
confirming the robustness of the method.

B. Classification Performance

We assess the impact of optical signing on downstream
classification by training a SpectralFormer [34] solely on the
Baseline Not Manipulated data and testing on 4 configurations:
Signed Dy, Restored Dy, Opt. Mult. [24]], and Baseline Ma-
nipulated.We report mean=tstd over three runs with different
random seeds for ACC and Cohen’s Kappa in Table [} The re-
sults show that Signed D preserves downstream performance
within 0.6-1.2% of the baseline ACC on both datasets with
similarly small Kappa deltas; after restoration, the Restored
D; configuration recovers over 80% of the accuracy lost
to manipulation while preserving label coherence; and Opt.
Mult. remains below both Signed D; and Restored D; in

Baseline Baseline |
Dataset Metrics | Not i Signed D, Restored Dy | Opt. Mult. |24 i
Indian Pines ACC 1 0.941 + 0.02 0.935 £0.03 | 0.921 +0.02 0.890 + 0.01 0.751 + 0.05
Kappa T 0.917 £ 0.01 0.907 £0.02 | 0.891 £ 0.01 0.880 + 0.03 0.784 £ 0.03
Lab Scene 1 ACC 1 0.861 + 0.03 0.849 £ 0.02 | 0.809 + 0.01 0.830 + 0.04 0.735 £ 0.06
Kappa T 0.881  0.01 0.845 £ 0.02 | 0.805 + 0.02 0.840 + 0.03 0.754 + 0.06
TABLE

CLASSIFICATION PERFORMANCE OF THE SPECTRALFORMER TRAINED ON
THE BASELINE AND EVALUATED ACROSS OPTICAL KEY CONFIGURATIONS.

ACC and Kappa. These trends confirm that the variance-
aware initialization D; enables secure authentication without
sacrificing classification fidelity, and we adopt D; as the
default in subsequent experiments.

C. Imperceptibility of optical key Distribution

Relative to baselines in Fig. [5] Signed D; delivers consistent
gains, and improves PSNR by roughly 4-5 dB over Opt. Mult.
and by about 9-12dB over watermarking, while lowering
spectral error by ~0.8-1.0° vs. Opt. Mult. and ~1.3-1.5° vs.
watermarking. The Restored output remains close to Signed,
typically within ~0.5° SAM and ~1.5-6 dB PSNR recover-
ing most of the manipulation damage. Qualitatively, Signed
preserves textures and color balance, whereas watermarking
and Opt. Mult. exhibit blur/tint and larger spectral deviations.
These trends are consistent with the variance-aware initial-
ization: concentrating optical key energy along informative
spectral ranges increases detectability for a fixed energy budget
while keeping the embedding imperceptible.

D. Robustness to Noise

We evaluate robustness under additive corruption by injecting
Gaussian, Poisson, and speckle noise at 40, 30, 20, and 10
dB SNR. Detection is measured as ACC and restoration as
SAM. We compare Signed D; against a spatial watermarking
baseline and Opt. Mult. under the same protocol. Across
Indian Pines and Lab Scene 1 (Fig. [6), Signed maintains
the best balance between ACC and SAM in all SNRs and
noise types; at 40 dB it reaches approximately 0.96 ACC
with 1.8° SAM in Indian Pines and 0.95 ACC with 2.2°
SAM on Lab Scene 1, and even at 10 dB it preserves around
0.85/0.82 ACC with SAM near 3.9° in both datasets. The
ordering between methods is stable as SNR decreases and the
margin over watermarking and Opt. Mult. widens, indicating
slower degradation under severe noise. This behavior is consis-
tent with the additive, pre-digitization optical key propagates
linearly through sensor noise, while the optical key-guided
detector and the error-aware restoration remain effective at
localizing and correcting perturbations. Beyond adversarial
manipulations, non-adversarial spectral perturbations such as
spectral distortions and compression artifacts are also ana-
lyzed. These effects generally preserve the global consistency
between the embedded optical key and the spectral signal,
yielding low responses in the error map. Additional qualitative
and quantitative analysis is provided in the Supplementary.

E. Limitations and Security Considerations

The current system assumes clean training data from the
same scene distribution used at the test time; performance
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Indian Pines

Class-Conditioned

Block Modification

Spectral Shift

20 40 80 16 32 64 RE NIR
Manipulated fraction / Param Manipulated fraction / Param Manipulated fraction / Param
—— ACC DO ACC D2 ACC D4 —4—ACC Opt. Mult. [9] = B ~SAMDI = A=SAMD3 - b~ SAM Watermarking
—E#—ACCDl  —A—ACCD3  —p— ACC Watermarking = © = SAM DO SAMD2 = @-SAMD4 = = SAM Opt. Mult.(24]
Lab Scene 1

SAM

20 40 60 80 16
Manipulated fraction / Param

32
Manipulated fraction / Param

Fig. 4. Detection accuracy (ACC; solid, left axis) and spectral restoration error (SAM; dashed, right axis) under three manipulation regimes: (i) class-fraction
(20-80% of a target class), (ii) block (sizes 16/32/64), and (iii) band-limited spectral shifts (RE, NIR, SWIR; A = 0.03). Top: Indian Pines; bottom: Lab
Scene 1. The Signed configuration with D1 consistently outperforms watermarking and optical multiplicative embedding across datasets and regimes;
block attacks are most harmful, while band-limited shifts show band-dependent non-monotonic trends.

Baseline

No manipulated Restored

Signed D1 ‘Watermarking

40.9(dB]
0.87

Indian Pines

34.1[dB) Y |

Lab Scene 1

Opt. Mult. [24]  Manipulated Spectral Signature

39.7(B] " § |
0.937

Fig. 5. Visual comparison of imperceptibility and restoration performance for both satellite data (Indian Pines, top row) and laboratory data (Lab Scene,
bottom row). Each row displays, from left to right, the original image (Baseline), our signed approach, restored result, watermarking, optical multiplicative
embedding [24]], and manipulated version, followed by the spectral signature comparison.

can degrade with domain change. In such cases, lightweight
adaptation per-scene calibration of detection thresholds and
unsupervised fine-tuning driven by the imperceptibility and
reconstruction terms can stabilize accuracy. Optical key-
extraction attacks are out of scope, yet an informed adver-
sary could approximate the key via white-reference targets;
practical mitigation includes time-varying keys and secure
scheduling, at the cost of added storage. Using a global key
is memory-efficient but spatially predictable. From a sensing
perspective, the method requires sufficient SNR to distinguish
the key from acquisition noise. Under extreme conditions such
as low illumination, both the scene signal and the key may
degrade, limiting detection and restoration performance.

VI. CONCLUSIONS

This work introduces a variance-sensitive optical key for
hyperspectral image authentication jointly optimized for em-
bedding, detection, and restoration. By aligning the optical
key with spectral variance, the proposed method achieves
up to 4.7% lower spectral error and 4.7% higher detection
accuracy than state-of-the-art approaches while consistently
outperforming competing methods across all manipulation lev-
els (20-80%). The embedding preserves spectral fidelity with
imperceptible deviations below 1.2° and 2.2°, while classifi-
cation accuracy remains within 0.6—1.2% of the baseline and
restoration recovers over 80% of the manipulated accuracy.
These results demonstrate robust authenticity verification with
minimal spectral degradation. Future work will explore blind
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Lab Scene1 o7 S me8r

:\\
A

Fig. 6. Detection accuracy and spectral restoration error versus SNR for 3
synthetic noise types-Gaussian, Poisson, and Speckle on Indian Pines (top
row) and Lab Scene (bottom row). Curves compare the signed configuration
with Watermarking and Opt. Mult. [24]. Across noise types, signed maintains
the highest ACC and the lowest SAM, with gaps widening as SNR decreases.

key optimization to further improve security performance.
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