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Abstract—In this paper, a method for achieving exact unlearn-
ing for Gibbs supervised learning algorithms is proposed using a
variational formulation inspired by empirical risk minimization
subject to relative entropy regularization (ERM-RER). Such a
method consists of maximizing the expected empirical risk over
the dataset to be unlearned subject to a regularization by relative
entropy with respect to the original algorithm. The optimization
variable is a probability measure on the models; and the solution
is another Gibbs probability measure that represents a new
Gibbs supervised learning algorithm. The method guarantees
exact unlearning in the sense that the new Gibbs algorithm
coincides in distribution with the algorithm that would have
been obtained by retraining from scratch on the dataset to
be retained. As a byproduct, a framework for reweighting
data points in ERM-RER by strategically choosing both the
reference measure and the regularization factor is obtained. In
this framework, exact unlearning is the special case in which
zero-weight is assigned to the contribution of the data points to
be unlearned. More generally, depending on the choice of certain
parameters, data points can be up-weighted or down-weighted
in ERM-RER problems for particular purposes, e.g., controlling
the generalization error of Gibbs algorithms. This paves the way
for new constructive or adversarial views on classical reweighting
data points in ERM-RER.

I. INTRODUCTION

Modern learning systems are routinely trained on data that
may later become unavailable or impermissible to use, e.g.,
due to user requests, contractual constraints, or regulatory
requirements such as the right to erasure in Article 17 of the
GDPR [1], also known as the “Right to be Forgotten”. In this
context, machine unlearning refers to the task of removing
the influence of a part of the training dataset from a learning
algorithm while avoiding the computational cost of retraining
from scratch [2]-[4]. Early formulations of data deletion in
learning formalize this task as producing an updated algorithm
that is statistically consistent with training on the retained data
only [5], [6]. A particularly stringent requirement is exact
unlearning, in which the distribution of the post-unlearning
algorithm is required to be identical to the algorithm obtained
by retraining on the dataset to be retained [6]. These guar-
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antees are difficult to obtain and practical approaches often
trade computational efficiency for approximate removal [7]—
[10], often referred to as approximate unlearning [11].

In this work, exact unlearning is formulated as a relative-
entropy-regularized variational problem, which allows using
existing tools previously developed in the framework of
empirical risk minimization with f-divergence regularization
[12]-[16]. The main contribution of this work is an exact
unlearning method for Gibbs algorithms. More specifically,
the method consists in implementing a Gibbs algorithm via
the maximization of the empirical risk with respect to the
dataset to be unlearned using as reference measure the Gibbs
algorithm from which data must be unlearned. Interestingly,
this method guarantees exact unlearning in the sense that
the post-unlearning algorithm coincides with the solution to
an ERM-RER problem with respect to the retained train-
ing dataset. The key observation is that exact unlearning is
achieved thanks to the strategic choice of both the reference
measure, as in [17]; and the regularization factor, as in [18]—
[20]. This choice results in an effect that can be assimilated
to a reweighting of the contribution of the data points to be
unlearned. In particular, unlearning consists in assigning zero-
weight to those data points. From this perspective, the results
presented here can be placed in a more general scenario than
unlearning. In particular, it can be placed in the scenario of
reweighting data points in ERM-RER. More generally, this
reweighting might be oriented to decrease the generalization
error [21] of Gibbs algorithms by controlling the contribution
of particular data points. On the other hand, reweighting data
points in ERM-RER might be performed adversarially. In this
case, the objective might be to increase the generalization error
of Gibbs algorithms by up-weighting the outliers within the
training dataset.

The paper is organized as follows. Section II introduces
the notation and formalizes the supervised learning setting.
Section III defines Gibbs conditional probability measures and
their characterizations via ERM-RER optimization problems.
Section IV introduces the main result, which consists in
an exact unlearning method for Gibbs algorithms. Finally,
Section V concludes the paper, and discusses open research
paths.



II. SUPERVISED MACHINE LEARNING

Let M, X and Y, with M C R? and d € N, be sets of
models, patterns, and labels, respectively. The training data
available is assumed to be partitioned into K smaller datasets.
For all k € {1,2,...,K}, the k-th dataset consists of nj data
points (Xk.1,Yk.1)s -« - » (Xk,nz» Ykon ), Which are elements of
the set Z = X X Y. Such data points form the dataset zx €
Z'*, which can be explicitly written as

2k 2 (X1, Ye1)s - o Kkongs Viene)) € 2. (1)
The aggregated training dataset is then defined explicitly as,

,ZK) EZLM X M x - x K, 2)

with size ng £ Y& | nx data points. Given a model § € M,
the loss induced by such a model with respect to a data
point (x,y) € Z is £(x,y, 8), where the function
t:ZxXM—[0,+), 3)
is referred to as the loss function and is assumed to be Borel
measurable. Using such a loss function, the empirical risk

induced by a model 8 € M, with respect to a dataset z; € Z"*,
with k € {0,1,..., K}, is determined by the function

{Z"k XM — [0, +00)
Lk :

Zoé (Z],...

, )
(2, 0) — £ 3 € (xkisy,in 0) -

nk

The functions Ly, L,,...,Lg exhibit the following property.

Lemma 1. Consider the training dataset zgy in (2), then the
empirical risk functions Lo, L1, ..., Lk in (4) satisfy for all 6 €
M, K
Lo (z0.0) = ) =Lk (z1.6) . 5)
=1 "0

Proof: The proof is similar to the proof of [15, Lemma 4]. &

The set of all probability measures on the measurable space
(Mi, Fpm,) is denoted by A(My). Using this notation, the

relative entropy or KL-divergence is defined hereunder.

Definition 1 (Relative Entropy). Given a probability measure
P and a o-finite measure Q, both on the same measurable
space, with P absolutely continuous with respect to Q. The
relative entropy of P with respect to Q is

dP dP
f 5 log(@w))dQ(a). ©)

The set of all probability measures in M; conditioned on
an element of ZZ" is denoted by A (Mk | sz . Moreover,
the set of probability measures in A (M) that are absolutely
continuous with respect to Qy is denoted by Ap, (My). Using
this notation, a supervised machine learning algorithm is
represented by a conditional probability measure, as defined
hereunder.

D(P| Q) =

Definition 2 (Algorithm). A conditional probability mea-
sure Poiz, € AM| (X xY)'™) is said to represent a
supervised machine learning algorithm. The instance of such
an algorithm trained upon the dataset zj in (1) is denoted
by PQ\ZIFZk €A (M)

A class of algorithms that are central in this work are known
as Gibbs algorithms. These algorithms are introduced in the
following section.

III. GIBBS ALGORITHMS

Gibbs algorithms are represented by Gibbs conditional
probability measures. Such conditional probability measures
are parametrized by the empirical risk function L in (4);
a o-finite measure Q € A (M); and a dataset zx € ",
with £k € {0,1,...,K}. Using this notation, the definition
of Gibbs conditional probability measures on the models is
presented hereunder.

Definition 3. Given the function Ly in (4), with k €
{0,1,...,K}; a o-finite measure Q € A(M); and a Ay €
R\ {0}, the probability measure P((B?Z’ik) e AM|Z™)
is said to be an (Li,Q, A;)-Gibbs conditional probability
measure if

1
Yz € Z, f exp (_/l_ Lk (Zk,a)) dQ (6) < +e0; (7)
k
and for all (zx,0) € Z™ X suppQ,
plQ.) exp (_,11_kLk (2k» 9))

O|Z =z
f exp (_/117 Lk (zk, V)) do (v)

dQ
Note that if A; < 0, the condition in (7) may fail. Therefore,
throughout this work, the parameter Ax is chosen so that (7)
holds. Note that, while Pl iy (8) is referred to as a

O|Z
Gibbs conditional probability measure, the measure Pé)?z”i’;)u,

obtained by conditioning upon a given dataset zx € Z"k,
is referred to as a Gibbs probability measure. Consider the
functional R, defined as follows,

R - A (M) — [0, +o0)
o P+ [Li(z,0)dP (6),

where the function L is defined in (4). The Gibbs probability

(6)=

®)

C))

measure P((DQ\Z’/ii)zk in (8) is related to the following optimiza-
tion problem, under the assumption that Ax > 0:
in R;, (P)+AxD (P . 10
pemin 2 (P) + 4D (P || Q) (10)

Alternatively, when A < 0, such a Gibbs probability measure
is related to the following optimization problem:

max )Rzk (P)+ 4D (P | Q),

PEAQ(M

(1)

where the functional R, is defined in (9). The importance
of these optimization problems stems from the fact that
the unlearning problem can be posed as the optimization
problem in (11). The following lemma shows the connections
between the Gibbs probability measure szikz)u in (8) and
the optimization problems in (10) and (11).

The (Lk, Q, Ax)-Gibbs probability
measure Pé)leiiL . in (8) is the unique solution to (10)
(respectively, to (11)), if 1 > 0 (respectively, if A <0).

Lemma 2.



Proof: The proof is immediate from [22, Lemma 1]. ]

Two optimization problems that are also closely related to
the probability measure sz’i":)u in (8) are the following.
When A; > 0, the optimization problem is:

pclin Re. (P) (12a)
st. D(P| O)< v, (12b)

for some y; > 0. Alternatively, when A; < 0, the optimization

problem is: max Ry, (P) (13a)
Peag(M)

st. D(P || Q) < k.

The following lemma formalizes these observations.

(13b)

Lemma 3. Consider the (Ly, Q, Ax)-Gibbs probability mea-
sure Pé)Q\Zik:)zk in (8) and assume that A > 0 (respec-
tively, Ax < 0) is such that

(P&, | 2) =

O|Z=zk
with yr in (12) (respectively, in (13)). Then, the mea-
sure P@?ii’;zk is the unique solution to (12) (respectively,
to (13)).
Proof: The proof follows from [22, Lemma 4]. ]
Lemma 3 implies that the probability measure P((a?zik:)zk
in (8) is the one that minimizes (respectively, maximizes) the
training empirical risk over all probability measures in the
following neighborhood of Q,

(14)

{Penomy Do) <D (PEM

Q)} (15)

The relevance of Gibbs algorithms, in particular when A; >
0, stems from the observation that the probability mea-
sure P((DQ‘Z’?: )Zk in (8) is the long-run distribution of a stochastic
gradient descent algorithm, as highlighted in [23].

IV. MAIN RESULT
The main result of this work is presented using the follow-
ing (Lo, O, 19)-Gibbs probability measure

P(Q,/lo) AM),

0O|Zo=z0 (162)

with g > 0, which represents a Gibbs algorithm trained upon
the aggregated dataset zo in (2). That is, for all 8 € supp O,

exp (—%OLO (zo, 0))

[ exp(~HLo zo.7)) dQ )

From Lemma 3, it follows that such an algorithm is optimal in
the sense that the corresponding probability measure P((a?z/[l)o:)z ,
in (16) minimizes the expected training empirical risk with
respect to zo, over all probability measures in the following

neighborhood of Q,

(Q,0)
P@lZ():Zo

do

(0) = (16b)

Gox {PesoM):D(PIlQ <D (PEY

o) v

Consider that the dataset zo in (2) is partitioned into two
smaller datasets z; € Z™ and z, € Z™, i.e. K = 2. The

objective is to transform the (Lo, Q,dp)-Gibbs probability
measure Pé)?z’;":)m in (16) into an (L;, 0, 12)-Gibbs probability
measure

P(Q,/lZ)

0|Zr=2> €aM),

(18a)

for some A, > 0, which represents a Gibbs algorithm exclu-
sively trained upon dataset z,. That is, for all § € supp Q,

exp (—%Lz (12,9))
J exp(~Ls 2.)) dQ ()

From Lemma 3, it follows that the Gibbs algorithm repre-
sented by the measure Pfa?z’ji)zz in (18) minimizes the expected
empirical risk with respect to z, over all probability measures

in the following neighborhood of Q,

(Q,12)
P@|Zz=zz

do

(0) = (18b)

G = {p erng(M):D(P||Q)<D (P((DQ\Z’/;QZZ

o)} (19

In a nutshell, the objective is to unlearn the dataset z;
from the Gibbs algorithm represented by the probability
measure P((anz’/(l]oz)ZO in (16), while retaining the dataset z,. This
operation is often referred to as exact unlearning and is defined

for this particular case as follows:

Definition 4 (Exact unlearning). Consider the algorithm repre-
sented by the (Lo, Q, A9)-Gibbs probability measure Pé)?z”;"z)m
in (16) and the datasets 7z and 7z, to be unlearned and
retained, respectively, with zo, 21 and 2o in (2). An algorithm

P € ng (M) is said to achieve exact unlearning of z1 from

»A :
g?ZOQZO, if for all 6 € supp Q,
dp
—o @ =1 (20)
dP(Qa/lZ)
0O|Zr=2;
where the probability measure Pé)?z’/zlzz)zz is defined in (18), for

some Ay > 0.

(Q.12)

The equality in implies that the measures P and P@|Zz=12

are identical. See [24, Theorem 3].
The main result of this work consists in showing that exact

unlearning of z; from Pé)Q|Z’/(l]0:)Z[) in (16) is achieved by solving

the optimization problem

max 21

Re, (P)+ 1D (P | P2 ),
Peso (M)

0O|Zy=2¢
for some A; < 0, where the functional R,, is defined in (9).
From Lemma 2, it follows that the unique solution to (21) is

an (Ll,Pé)?Z’ioz)ZO,/ll)-Gibbs probability measure

(2.19)
(PG\Z(FZ()’A
0|Z,=z

l ea(M). (22)

The following theorem, which is the main result of this
work, shows that a specific choice of A;, and 1, makes
the (L, PL&40) »A1)-Gibbs probability measure in (22) identi-

0|Zo=z
cal to the probability measure P(<‘3Q\Z/;2= >z

exact unlearning (Definition 4).

, in (18), which implies



Theorem 4. Assume that

A1 =220 and Ay = =2 A, (23)
ni ny
for some Ay > 0. Then, the (Ly, Q,A>)-Gibbs probability

measure P((D?Z’IZ) in (15(5) a;td the (Ll,PGQ‘Z/l”) ,A1)-Gibbs
( Q.1

9\20—10

0I1Z,~ 1) in (22) satisfy for all 6 €

probability measure P
supp O,

(P(Qs/‘o) 2 )

01Z(=z9""!
0O|Z =z,
(0,12)
dp ®|Z2 =22
Proof: The proof is presented in Section IV-A. ]
Theorem 4 shows that the probability measure plew

0O|Zo=z20
in (16) can be transformed into P(QZ’/;2=)22 in (18) via the

optimization problem in (21), achieving exact unlearning in
the sense of Definition 4. An important observation is that
only the dataset to be unlearned, i.e., dataset z;, is used in
the optimization problem in (21). The dependence of such an
optimization problem on the dataset to be retained, i.e., 22,
is via the reference measure P((D?ZAO_) . which represents the
Gibbs algorithm from which the dataset z; must be unlearned.
Hence, the optimization problem in (21) implies that un-
learning the dataset z; from the Gibbs algorithm POIZ/é[))zO is
achieved through training a new Gibbs algorithm exclusively
upon the dataset to be unlearned, i.e., dataset z;, while using
as reference measure the Gibbs algorithm P((D?Z’l") itself.
Interestingly, this establishes a proof of exact unlearning
as, under the scaling in (23), the (L1,P<Q ’10) /11)-Gibbs

0|Z=
(Po7, %)

0) =1. 24)

probability measure Py in (22) coincides with the
Gibbs measure that wouid have been obtained by traming only
on the retained dataset z, i.e., the measure P((Blzz - in (18).
Another consequence of Theorem 4, and the uniqueness of

the solutions to (10) and (21) implied by Lemma 2, is that

argmax Ry, (P) — —/loD (P “ pleA0) )

Peso(M) Oz 0=z
= argmin R, (P) + —/loD (P Q). (25)
Peng(M)

From the perspective of Lemma 3, the equality in (25) implies
that the probability measure in Ap (M) that minimizes the
expected empirical risk with respect to z; (dataset to be
retained) over all measures in the set G; in (19) is identical to
the measure that maximizes the expected empirical risk with
respect to z; (dataset to be unlearned) over all measures in
the set

G = {P € AQ(M) :

(Q-10) (Poizg = 40) || 0.0
0 0720 ™ Ao
b (P “ P@|Zo—zo) <D PO\Zl—Zl PO\Z(FZ() - (26)

Figure 1 provides a representation of (25) under the assump-
tion in (23): it depicts how the common optimizer in (25)

no (Q.19) _ng
- - (Q ™ l'.) (P(")lz():zo’ A0
e TS 0Zy= 0|Z =z,
O et
/s - e
,/ O
/ \
/ o] @2 \
h \
' \
h \
| (Q,0) |
| A
\ 01Zo=z)
\ /
\ /s
\ /.
\ L
T P /7
N\ 4
N e

Figure 1. Representation, under the assumption in (23), of the set Gy in (17)
as a solid black circle; the set G| in (19) as a dashed red circle; and the
set G» in (26) as a dotted blue circle. The involved probability measures are
defined in (16), (18), and (22). The definitions of ag, a@;, and a; are in (27),
(28) and (29), respectively.

can be equivalently characterized either as an empirical-risk
minimizer over G; in (19) (relative to z;) or as an empirical-
risk maximizer over G, in (26) (relative to z;), while also
highlighting the relation with Gy in (17). In particular, the

figure shows the sets Go, Gi, and G, together with the
(Q,0)

probability measures P@IZ[):zo in (16), PgQ‘Z’;i)z , in (18), and
( pl2-10) /l)
ol ;‘IZ”:” in (22). In such a figure, the following notation
is used:
a2 D (Pé)?z’”o"jzo Q) ; 27)
. p[plei)
a1 =D P@|Zz - Q|; and (28)
(2.49) _mg
s (P@\Z = —,,—/lo) (Q.)
@ = D|Pgy 5" Pozyz, | 29

under the assumption that o < .
Finally, note that the parameter 19 > 0 remains a free
parameter that can be further optimized, e.g., to minimize

the (genﬁtralization error of the resulting Gibbs algorithm
P Q. ,—&/l
g‘g\llfzo " )). See for instance [21], [25]-[28] and refer-

ences therein for this purpose.

A. Proof of Theorem 4

The proof of Theorem 4 relies on the following result.

Theorem 5. The (Ll,Pé)Q‘Z’l“_)z
( p(20) 2
01Zp=z¢’

sure P®|Z1—z 1) in (22), with 19 > 0 and 11 € R\ {0},
satisfies for all 0 € supp O,
p(20) /l)

( 0(Z)=z(""!
dP®|Z 1=21

A1)-Gibbs probability mea-

()
exp(%((ro )I—l (z1,0) +32 Lz(Zz,G’)))

* Jexp( (2 +2)L G+ 2 L) a0 )
where the function L, is defined in (4).

. (30)



Proof: The proof is presented in [29]. [ ]

Theorem 5 makes explicit the role of 1; as a reweighting
parameter of the contribution of the dataset z;. The exact
unlearning identity in Theorem 4 follows by choosing A; to
completely eliminate the contribution of dataset z;. That is,
Ay 1s chosen such that

Ao m

— =0. 31
ot (3D
More specifically, using (18b) and (31) in (30) yields,
aplPsan, 5 (0:52)
e 0)= —2=9).  (32)
do do '
From [12, Lemn(1a ?;] and (32), it follows that Q <
pyot) Moy 0,20,
P(Q‘ ’é“)z < P( g‘z"'z“ ) P((mz:izj) < Q. Hence,
from (32), it follows that
( (Q.19) _m/l)
APy o= d
1= )—2 @
dQ (Q,ﬁ/lo)
dP@\Zz=Zz
(Q.49) _n
dP( O\Zogzo’_"_(l]/l[)
e )} (34)
(024)
dP@\ZFzz

where the equality in (33) follows from [24, Theorem 5];
and the equality in (34) follows from [24, Theorem 4]. This
completes the proof of Theorem 4.

B. Reweighting Data Points in ERM-RER

Beyond the specific choices of 41 and A, in (23), in general
if 19 > 0 and 4; € R\ {0}, Theorem 5 unveils the following
observation:

Ao
arg min (/l_ + )RZI(P) + = RZZ(P) + 20D (P || Q)
Peap(M) no
2
= arg min /I—ORZI(P) + Ry, (P) + D (P || Q) (35)
Penp (M) 41
argmin Ry, (P) +4,D (P || ngzh)z) if A1 > 0;
_ ] Pesom (36)
(Q,) .
argmax Ry (F) + 41D (P | PG) it <0
( (Q/lo) /l)
_ 01Z)=z(*"!
- {szl g } (37)

where the equality in (35) follows from the fact that for all
Peng M),

Reg(P) = =Ry, (P) + R, (P); (38)
no no

the equality in (36) follows from Theorem 5 and Lemma 2;

and the equality in (37) follows from Lemma 2. The equal-

ity in (35) highlights that both Ao and A; reweight the

dataset z; in the optimization problem whose solution is the

( p(20) 1)

01Zp=zp’
0|Z =z,

problem whose solution is P@
from Lemma 2, it holds that

(Q,0) | _ .
{PG)\Z[on} - Paerfg(lj\lz(l) ( Rz, (P) + Rzz (P))

+A0D (P || Q)
and from (37), it holds that

(Q.19)
P(PO‘Z":Z"JI) = arg min
0|Z1=z, = arg
Penrg(M)

+D (P || Q). (40)

The contribution of the dataset z; in (39) is proportional
to —0 while in (40), it is proportional to jll "(‘) Interestingly,
when A; > 0, the contribution of the dataset Z1 1s up-weighted
in (40). That is, j—? + Z—[‘) > Z—(‘] The converse holds when 4 < 0.
It is important to highlight that the contribution of the dataset
Zo remains invariant in both (39) and (40).

measure P in (22), relative to the optimization

o)

Zom 1n (16). More specifically,

(39)

(@ + —) Ry (P) + 2R, (P)

no

V. CONCLUSIONS AND FINAL REMARKS

In this work, an exact unlearning method for Gibbs algo-
rithms has been proposed in Theorem 4. The method consists
in implementing a new Gibbs algorithm via the maximization
of the empirical risk with respect to the dataset to be unlearned
using as reference measure the algorithm from which data
must be unlearned. Under the corresponding scaling, this
construction guarantees exact unlearning in the sense that the
new Gibbs algorithm coincides with the Gibbs algorithm that
would have been obtained by retraining from scratch exclu-
sively on the dataset to be retained. An important feature is that
the corresponding optimization problem depends exclusively
on the dataset to be unlearned, while the dependence on the
dataset to be retained is captured solely through the reference
measure. The proof of Theorem 4 relies on Theorem 5,
which can be placed in a more general scenario than the
problem of unlearning. In particular, it can be placed in
the scenario of reweighting data points in ERM-RER [12].
From this perspective, unlearning appears as a special case
in which zero weight is assigned to the contribution of the
data points to be unlearned. More broadly, this reweighting
offers a principled mechanism to modulate the contribution
of particular data points, which can be leveraged to improve
the generalization error by attenuating the effect of atypical or
overly influential data points. Conversely, the same mechanism
can be used adversarially: by up-weighting outliers, an attacker
may deliberately increase the generalization error of Gibbs
algorithms, yielding a model-poisoning strategy within the
ERM-RER learning framework. The strategic choice of the
parameters in Theorem 5, beyond unlearning, is left out of
the scope of this paper. Nonetheless, the theorem provides
a unifying theoretical foundation for exact unlearning and
data points reweighting in ERM-RER. This opens the door
to developing both robustness-oriented reweighting and its
adversarial counterpart in statistical machine learning.
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